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E-Safety Policy 

 
This school is committed to safeguarding and promoting the welfare of children and young people and 

expects all staff and volunteers to share this commitment 

 

 

 

Governor’s Committee Responsibility:    Curriculum and Student Welfare 

 

Date Approved:       Spring 2016 

 

Review Period:       Annually 

 

Next Review Date:       Spring Term 2019 
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Autism Statement 
 
We at Limpsfield Grange School aim to develop practices and policies that promote and sustain the 
wellbeing of children and young people with Autism.  
 
We aim to offer training and support for staff parents and other stakeholders to enable them to best meet 
the needs of children and young people with Autism.  
 
We aim to establish a consistent approach across all areas of our school community that enables all 
students with Autism to learn and make progress. 
 
We aim to ensure that our communication with all stakeholders is clear and appropriate. 
 
We aim to ensure that our physical environment is responsive to the needs of children and young people 
with Autism, and that we take account of the sensory needs of individuals. 
 
We aim to provide a range of experiences that enable interaction; promote social inclusion and 
independence; and support learners with Autism to reflect on their experiences.  
 
We aim to empower our learners to understand their Autism and celebrate their difference. 
 
We aim to provide on-going high quality staff development for all members of staff at Limpsfield Grange. 
 
We aim to develop and sustain a multi-disciplinary approach where professionals plan and work together 
to meet the needs of learners with Autism. 
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Rationale 

This policy aims to make clear the codes of conduct and safeguards in place to protect children, with 
regard to new technologies and the use of the internet. 

 The school has appointed Sam Janaway as E-safety co-ordinator; she will play a key role in 
promoting E-safety across the school, but it will be the responsibility of all staff to ensure that E-
safety policies and the school’s protocols are adhered to. 
 

 Our E-safety Policy has been written by the school, building on best practice and government 
guidance.  It has been agreed by senior management and approved by governors. 
 

E-safety covers the internet, mobile phones and other electronic communications technologies.  It is 
important that there is a balance between controlling access to the internet and technology and allowing 
the freedom to explore and use the tools to their full potential. 

 

Teaching and learning 

Why Internet and digital communications are important 

 The Internet is an essential element in 21st century life for education, business and social 
interaction. The school has a duty to provide students with quality Internet access as part of their 
learning experience.  
 

 Internet use is a part of the statutory curriculum and a necessary tool for staff and students; it can 
be used in school to enhance the curriculum, challenge students and support creativity and 
independence. 

 The school Internet access is provided by Surrey County Council through the Unicorn contract and 
includes filtering appropriate to the age of students.  

 Students will be taught what Internet use is acceptable and what is not, and given clear objectives 
for safe Internet use.  

 Students will be educated in the effective use of the Internet, including the skills of information 
location, retrieval and reliability. 

 Students will be shown how to publish and present information appropriately to a wider audience. 

  

Students will be taught how to evaluate Internet content 

 The school will seek to ensure that the use of Internet derived materials by staff and by students 
complies with copyright law. 

 

 Students should be taught to be critically aware of the materials they read and shown how to 
validate information before accepting its accuracy. 

Limpsfield Grange School E-Safety Policy 
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 Students will be taught how to report unpleasant Internet content e.g. using the CEOP Report 
Abuse icon. 

 
Managing Internet Access 

Information system security  

 School ICT systems security will be reviewed regularly.  

 Virus protection will be updated regularly. 

 Security strategies will be discussed with the Local Authority 
 

E-mail  

 Students and staff may only use approved e-mail accounts on the school system. 

 Students must immediately tell a supervising adult if they receive offensive e-mail. 

 Students must not reveal personal details of themselves or others in e-mail communication, or 
arrange to meet anyone without specific permission. 

 Staff to student e-mail communication must only take place via a school email address. 

 Incoming e-mail should be treated as suspicious and attachments not opened unless the author is 
known.  

 The school will consider how e-mail from students to external bodies is presented and controlled.  

 The forwarding of chain letters is not permitted. 

 

Published content and the school website 

 The contact details on the website should be the school address, e-mail and telephone number. 
Staff or students personal information will not be published.  

 The Headteacher or nominee will take overall editorial responsibility and ensure that content is 
accurate and appropriate.  

 

Publishing student’s images and work  

 Photographs that include students will be selected carefully and will not enable individual students 
to be clearly identified.   

 Images will be carefully chosen to ensure they do not pose a risk of misuse; this includes ensuring 
students are appropriately dressed. 

 Students’ full names will be avoided on the website, including in blogs, forums or wikis, particularly 
in association with photographs. 

 Written permission from parents or carers will be obtained before photographs of students are 
used (a signed permission form is requested upon student’s admission to the school). 

 Staff must only use school equipment e.g. cameras, video cameras, memory sticks, laptops, 
memory cards or other storage devices for the photographing of students and activities. Any such 
images should be uploaded and remain on the school premises.  
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 A general consent form for the use of photographs will be obtained from parents/carers at the 
beginning of the academic year or on admission. 

 Parents should be clearly informed of the school policy on image taking and publishing, both on 
school and independent electronic repositories.  

 Students are encouraged to tell a member of staff if they are concerned or uncomfortable with any 
photographs that are taken of them or they are being asked to participate in. 

 Any photographers that are commissioned by the school will be fully briefed on the 
appropriateness in terms of content and behaviour, will wear identification at all times and will not 
have unsupervised access to the students. 

Social networking 

Personal networking tools include blogs, wikis, social networking sites, chat rooms and instant messaging 
programmes.   

 

 The school will control access to social networking sites, and consider how to educate students in 
their safe use e.g. use of safe passwords.  

 

 Newsgroups will be blocked unless a specific use is approved. 

 Students will be advised never to give out personal details of any kind which may identify them or 
their location.   

 Students and staff are encouraged not to publish specific and detailed private thoughts, especially 
those that might be considered hurtful, harmful or defamatory. 

 Students and parents will be advised that the use of social network spaces outside school brings a 
range of dangers for all students.  

 Students will be advised to use nicknames and avatars when using social networking sites.  

Managing filtering 

 The school will work in partnership with Surrey County Council to ensure systems to protect 
students are reviewed and improved. 

 

 If staff come across unsuitable on-line materials, the site must be reported to the E-safety              
Co-ordinator. If students come across unsuitable on-line materials, the site must be reported to the 
member of staff supervising. 

 Web filtering is managed through BT Unicorn and email filtering through RM. 

Managing videoconferencing and the use of Skype 

 Students should ask permission from the supervising adult before making or answering a 
videoconference or Skype call. 

 Videoconferencing and Skype will be appropriately supervised for the students’ age. 
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Managing emerging technologies 

 Emerging technologies will be examined for educational benefit and a risk assessment will be 
carried out by the E-safety co-ordinator or a member of SLT before use in school is allowed. 

 

 Mobile phones and associated cameras will not be used during lessons or formal school time except 
as part of an educational activity, as a tool to help manage anxiety or to assist with life skills using 
specific apps (e.g. alarm). The sending of abusive or inappropriate text messages is forbidden.  Staff 
are expected to lead by example , personal mobile phones should be switched off or on ‘silent’ 
during lessons. 

 Games machines that have Internet access may not include filtering. Close supervision will be given 
to ensure appropriate use of both machine and software within the school. 

 Staff will use a school phone where contact with students and parents are required. If using a 
personal mobile or home telephone we would advise that wherever possible, staff withhold their 
number. If circumstances arise that you need to use your own phone then the SLT need to be 
informed. 

 The appropriate use of Learning Platforms will be discussed if the technology becomes available 
within the school.  

 
Protecting personal data 

 Personal data will be recorded, processed, transferred and made available according to the Data 
Protection Act 1998. 

 

 Staff accessing school emails on personal hand held devices must ensure the device has password 
protection and that any data download is secure.  Any personal data held on laptops must be 
encrypted. 

 Staff sending data electronically must be aware of data security issues. 

 

Authorising Internet access 

 All staff must read and sign the Acceptable use of ICT Agreement before using any school ICT 
resource. 

 Parents will be asked to sign and return a consent form.  

 Limpsfield Grange students must apply for Internet access individually by agreeing to comply with 
the Acceptable Use statement. 

 Any person not directly employed by the school will be asked to sign the Acceptable use of ICT 
Agreement before being allowed to access the Internet from the school site.  

 

Assessing risks 

 The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked Internet content, it is not possible to guarantee 
that unsuitable material will never appear on a school computer. Neither the school nor SCC can 
accept liability for the material accessed, or any consequences of Internet access.   
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 The E-safety Co-ordinator will monitor ICT use to establish if the E-safety policy is adequate and 
that the implementation of the E-safety policy is appropriate and effective.  

 

Handling E-safety complaints  

 Complaints of Internet misuse will be dealt with by a senior member of staff and appropriate 
records maintained. 

 

 Any complaint about staff misuse must be referred to the Headteacher. 

 Complaints of a safeguarding nature must be dealt with in accordance with school safeguarding and 
e-safety procedures.   

 Students and parents will be informed of the complaints procedure. 

 Students and parents will be informed of consequences for students misusing the Internet.  

 

Community use of the Internet 

 All use of the school Internet connection by community and other organisations shall be in 
accordance with the school E-safety policy. 

 

 
Introducing the E-safety policy to students 

 Appropriate elements of the E-safety policy will be shared with students. 

 E-safety rules will be posted in all networked rooms.  

 Students will be informed that network and Internet use will be monitored. 

 Curriculum opportunities to gain awareness of E-safety issues and how best to deal with them will 
be provided for students  

 Students will be made aware of the procedure for reporting misuse of the internet e.g. cyber 
bullying. 

 

Staff and the E-safety policy  

 All staff will be given the school E-safety Policy and its importance explained. 

 

 Staff should be aware that Internet traffic can be monitored and traced to the individual user.  
Discretion and professional conduct is essential.  

 Staff that manage filtering systems or monitor ICT use will be supervised by senior management 
and have clear procedures for reporting issues. 

 Opportunities will be provided for regular staff training in E-safety issues. 

  

Enlisting parents’ support 

 Parents’ and carers’ attention will be drawn to the school E-safety Policy in newsletters, the school 
brochure and on the school web site.  
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 Parents and carers will from time to time be provided with additional information on E-safety. 

 The school will ask all parents to sign the parent /student agreement when they register their child 
with the school. 

 


